
EDITORIAL

Bulgarian Data Hack Provides a Timely Warning of Data
Breaches to Come

In June this year the database of the Bulgarian National
Revenue Agency was hacked: the personal data of up to
five million individuals (in a country with a population of
seven million) are understood to have been stolen.1

Although the hack apparently took place in June, it
wasn’t until mid-July that it was disclosed, when various
emails to press outlets brought the loss of data to public
attention. The fact that the Bulgarian tax authorities seem
to have been unaware of the loss of data, or unaware of
their duty to notify those whose data has been lost, is
itself extremely worrying. Reports say that the data
included the names, addresses and social security informa-
tion of up to five million individuals. Further reports
suggest that the data included details of taxable income,
loans, health insurance payments etc. The Bulgarian
Minister of Finance has apologized in Parliament for the
loss of personal data.

In mid-July a twenty year old cyber security expert was
arrested and charged with the unlawful accessing of the
data, though subsequent reports suggest that he may have
been released. There are suggestions that the individual
may have been acting with good intentions to disclose
the weakness of the security surrounding the protection of
data on the Bulgarian Government website. However, sub-
sequent reports state that much of the data is now available
for purchase on the dark web, which somewhat contradicts
the suggestion that the hacker was acting out of good
motives. Other reports suggest that the hacker was trying
to find information on leading politicians and VIPs in
Bulgaria; another report is that the hack originated out of
the country and was in retaliation for the announced deci-
sion to purchase fighter aircraft from the US.

This incident might have skipped the attention of persons
outside Bulgaria, except for those interested in the protec-
tion of personal data. No doubt those affected in Bulgaria

will have been concerned. However, one can say that every-
one should be concerned about this incident, and see it as a
warning of a much greater danger that presently exists. This
particular incident impacted almost the entire adult popula-
tion of a country of seven million people. However, there are
dangers from the gathering of information about taxpayers
by revenue authorities that potentially put at risk the perso-
nal data of a much larger number of people.

The hack of the Bulgarian Revenue Agency’s data
follows on after a history of events involving the theft or
accidental disclosure of data by various revenue authori-
ties. In the past these have involved the UK and Italian
tax authorities, amongst others. In June 2018 it was
disclosed that the personal data of over 80,000 individuals
held by the Canada Revenue Agency might have been
accessed without authorization in the previous twenty-one
months.2 The data loss in Bulgaria, however, is by far and
away the most serious.

Government databases, including those of the revenue
authorities, are perhaps the most tempting databases from
the point of view of hackers, criminal groups, or even non-
benign governments. Often the data contains critical
information such as names, addresses, social security num-
bers, and bank account details. Much of that data has a
potential value that may last over a number of years:
individuals cannot change their date of birth; may not
be able to change their social security number; and are
unlikely to change their address in the short-term. Once
the data is leaked, it could potentially be used against an
individual for years into the future.

In particular, the hacking of the Bulgarian Revenue
Agency’s data may be seen as a warning and a call to action
over the Automatic Exchange of Information (AEOI) under
the Common Reporting Standard (CRS). The OECD has
implemented AEOI under the CRS since 2018. More than
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ninety jurisdictions are now participating, and in June
2019 the OECD announced that information had been
exchanged on forty-seven million offshore accounts.3 The
standard requirements of the CRS are that, for each
account, information should be supplied as to the name,
address, jurisdiction of residence, date of birth and tax
reference number of the account holder, together with
information about account number, account balances and
income credited to the account.4 This includes, potentially,
some of the most valuable information that could be sought
by hackers, criminal groups and non-benign governments.
It is not clear if the lost data in Bulgaria included any that
had been received under CRS.

The potential dangers of the lack of adequate data
protection surrounding the CRS have been warned about
for years. Many of the warnings have been issued by the
former Article 29 Data Protection Working Party (which
has become the European Data Protection Board since the
entry into force of the General Data Protection Regulation
(GDPR)). In a letter of 21 June 2012 the Article 29
Working Party already warned about the failure to com-
ply with data protection standards of the agreements to
implement the US Foreign Account Tax Compliance Act
(FATCA).5 On 18 September 2014 the Article 29
Working Party issued a further letter warning of the
failure of the CRS to implement data protection
safeguards.6 On 4 February 2015, the Working Party
issued a statement on the automatic exchange of informa-
tion for tax purposes, emphasizing the need to provide
additional data protection safeguards.7

It is difficult in the light of the Bulgarian data theft not
to see the OECD’s CRS as a disaster simply waiting to
happen. The pooling of data under the CRS presents both
an immensely attractive target for criminal groups and
non-benign governments, as well as a potential data
weapon of mass destruction. Is it simply a matter of
time before the head of the OECD’s Centre for Tax
Policy and Administration, or the head of the OECD
itself, has to go public to admit that the personal data
of perhaps as many as fifty million individuals worldwide
(with the number increasing year by year) has been
compromised?

The question that one may ask is what will happen
after such an announcement. From the point of view of the
individuals concerned, it is hard to know what they can

do. They may demand that their government issues new
tax identification codes, as the old codes will have become
compromised. They will have to change bank accounts.
They may well demand compensation from the banks that
provided the data and that knew in many cases that the
revenue authorities were applying inadequate data protec-
tion. They may demand compensation from the revenue
authorities; they may demand compensation from the
OECD who set up the system.

The OECD itself seems already to have considered the
scenario of a major loss of data: discussions with officials
suggest that they are planning to point the finger at
governments who insisted that the OECD developed the
CRS system, despite the dangers of data loss. However, it
was the OECD that implemented the CRS system, and
has to bear responsibility.

Given the damage potentially caused to large numbers
of individuals, it will be interesting to see whether, along
with fines, criminal charges might follow. With continu-
ing questions being raised over the legitimacy of the
OECD to act as the leading organization in international
taxation, there must be a real question mark whether the
organization can weather a major data breach arising from
the creation of the database as part of the CRS.

In recent months we have seen data breaches affecting
thousands and sometimes even millions of individuals.
However, the Bulgarian incident is the first where the
personal data of almost the entire adult population of a
country has been hacked from a revenue authority.
Taxpayers cannot refuse to supply personal informa-
tion – some of it highly sensitive – to tax authorities. It
appears that we cannot stop AEOI, and no one seems to be
able to persuade the OECD or governments of the danger
they are creating. All we can do is contemplate what life
will be like when our names, addresses, dates of birth, tax
codes and account numbers are available to malign forces.
Going forward, how will we be able to confirm that
transactions are genuinely authorized by us, and not by
some malign force that has accessed data hacked from the
CRS database or from the database of a revenue authority
which received this under AEOI?
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